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1
Decision/action requested

It is proposed to approve the proposed changes for inclusion in TR 33.870 [1].
2
References

[1]
3GPP TR 33.870: Study of privacy of identifiers over radio access

3
Rationale

This contribution proposes an evaluation for Solution #4 (Limited length of SUPIs in NAI format) in clause 6.4 of TR 33.870 [1].   

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.870 [1].

**** Start of Changes****

6.4
Solution #4: Limited length of SUPIs in NAI format  
6.4.1
Introduction 
Editor’s Note: This solution may need to be updated to align with the KI once the ENs in the KI is resolved.
Editor's Note: The k-anonymity analysis in the context of an IMSI catcher is FFS.

The solution addresses key issue 1. It is based on the control of the length limit of SUPIs in NAI format that can provide k-anonymity (for a given k) for the SUPI/SUCI if chosen carefully.
6.4.2
Solution details
Assume a typical distribution of the SUPIs in function of the length as shown in Figure 6.x.2 below. A fixed k value (for a desired k-anonymity level) gives two length limits shown as lmin  and  lmax.  The middle parts of distributions between lmin  and  lmax  typically have much higher frequencies and no privacy disclosure issue in length.
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Figure 6.4.2 Example of SUPI distribution
One straightforward way to guarantee k-anonymity is to limit the length of SUPIs in NAI type between lmin  and  lmax, when an SUPI is provisioned which can be allocated and managed by the operators based on the subscribers distribution in a specific realm, i.e. 6-16 characters limit for username, to ensure the SUPIs can not only be chosen to be unique so that they do not collide with each other, and also the desired k-anonymity level for any given k can be guaranteed.
Note: how to analyze and choose lmin and lmax   could be left to implementation.
6.4.3
Evaluation
 This solution addresses key issue #1, and is a practical proposal which fulfills the requirements of privacy leaking protection of variable length user identifiers by limiting the length of SUPI in NAI format. The appropriate length is under the control of the operator based on the length distribution of the identifier in a specific realm.

This solution works with all the existing authentication mechanisms as described in TS 33.501.

This solution has no impact on 3GPP network functions. There is no backward compatibility issue with SUPIs which might already be deployed, the legacy SUPIs in NAI format can still work as the solution essentially is a configuration operation that leads no impact on the legacy SUPI.
**** End of Changes****

